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Abitova, G. (2020). Mathematical simulation and study
of control stability of the chemical-engineering
processes in industry. Scientific Journal of Astana IT
University, 4, 4-13.
https://doi.org/10.37943/A1TU.2020.70.60.001

This work is considered to study analysis of dynamic system for simulation
of the technological process under uncertainty and complexity. To study
and simulate a complicated technology process the technical scheme of
roasting in fluidized bed furnaces of polymetallic sulphides ores is carried
out for consideration. The choice is justified by the fact that operation line
producing polymetallic sulphide ores represents a complicated process, is
characterized by a large number of transient processes, presence of process
variables, and deviations from technical regimes. To study process
characteristics of any system functioning employing mathematical methods
the process should be formalized. This means, that an adequate
mathematical model needs to be developed. The choice of mathematical
model depends a lot on objects ‘feature and its controllability as well as of
technological scheme and complexity of processes. Chemical engineering
processes are complicated physical and chemical systems. Substance flows,
which are part of these systems, are, as a rule, multicomponent. Therefore,
for the purpose of study and qualitative control over chemical-engineering
processes it is essential to apply the method of mathematic simulation,
based on system analysis strategy, analysis of its structure, mathematical
formulation development and evaluation of unknown parameters.
Controllability means that such system attribute as having control actions,
which make it possible to transfer the system from a pre-set initial state to
the required condition during a finite quantum of time. Therefore, the
developed mathematical model of the process or control object should be
controllable and stable.

Golenko, Ye, Ismailova, A., & Rais, Ye. (2020).
Protein identification using sequence databases.
Scientific Journal of Astana IT University, 4, 14-23.
https://doi.org/10.37943/A1TU.2020.91.98.002

The bottom-up proteomics approach (also known as the shotgun approach),
based on the digestion of proteins in peptides and their sequencing using
tandem mass spectrometry (MS/MS), has become widespread. The
identification of peptides from the obtained MS/MS data is most often done
using available sequence databases. This paper presents a detailed overview
of the peptide identification workflow and a description of the main protein
bioinformatics databases. Choosing the correct search parameters and the
sequence database is essential to the success of this method, and we pay
special attention to the practical aspects of searching for efficient analysis
of MS/MS spectra. We also consider possible reasons why database search
tools cannot find the correct sequence for some MS/MS spectra and
highlight the misidentification issues that can significantly reduce the value
of published data. To help assess the assignment of peptides to MS/MS
spectra, we will look at the scoring algorithms that are used in the most
popular database search tools. We also analyze statistical methods and
computational tools for validating peptide compliance with MS/MS data.
The final part describes the process of determining the identity of protein
samples from a list of peptide identifications and discusses the limitations
of bottom-up proteomics.

Khaimuldin, A., Mukatayev, T., Assanova, N., &
Khaimuldin, N. (2020). Designing digital controllers
for a controlled plant. Scientific Journal of Astana IT
University, 4, 24-33.
https://doi.org/10.37943/A1TU.2020.56.15.003

This paper report contains an explanation of how to design a digital
controller using the Laplace Transform to z-Transform conversion method.
The objectives are that the controlled system should track step input with a
reasonably small steady-state error and a settling time faster than the open-
loop settling time. Furthermore, it should do so with the minimum
overshoot that is reasonably possible. The main contribution is to establish
the feasibility and ease of the systematic design procedure and future work
will focus in more detail on applying the Sampling Theorem and deadbeat
controller. There are several objectives that the controlled system should
reach: 1. Track step input with a reasonably small steady-state error and a
settling time which should be faster than the open-loop settling time. 2.
Gain a small overshoot that is sufficiently possible. 3. Have a systematic
design procedure. A method for finding the parameters of the deadbeat
controller in the MatLab environment is presented. Based on the results
obtained the simulation reveals that even when the control grows by one-
step, the settling time of the system response could be less than that of the
deadbeat controller. The work shows that deadbeat could be a powerful
analysis tool since it is possible to grab the entire dynamic easily using
several samples.

Sarsenova, Zh., Saimassayeva, Zh., & Smaiyl, A.
(2020). Determination of the most polluted atmospheric
air pollution category of Almaty city. Scientific Journal
of Astana IT University, 4, 34-40.
https://doi.org/10.37943/AITU.2020.94.34.004

This article discusses the impact of suspended particles on human health, by
providing small definitions of PM2.5, including how they appear, what
particles they consist of, and how they harm the respiratory and circulatory
systems. In addition, the analysis of the pollution level of the city of
Almaty for the last three years from March 22, 2017, to October 6, 2020,
with categorical intermediate values of suspended particles was carried out.
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Careful work was done with the SCV file such as data was skipped in the
cells, that is, there were empty values; translation to a single data type;
filling in empty cells. It also considers making a decision on the six
categories provided to identify the average meeting categories. The authors
identified specific categories based on digital readings of values received
from sensors, where each category has its own verbal values that are
understandable for each person. The indicator displays with weights as a
graph for a specific Seifullin-Dulatov sensor location with categorical and
without categorical division. Then for each intersection or location of the
sensors is shown in a table. It is also revealed which level or category is the
rarest among the others and the most common category as well.

Seitenov, A., & Smagulova, G. (2020). Distribution of
ethereum blockchain addresses. Scientific Journal of
Astana IT University, 4, 41-48.
https://doi.org/10.37943/AITU.2020.36.57.005

In the contemporary world, Ethereum is a very reliable financial saving
among cryptocurrencies. It is also well known as a blockchain platform for
creating and launching its own cryptocurrency. The applications run on
Ethereum executed by a platform-specific cryptographic token, ether.
During 2014, Ethereum had launched a pre-sale for ether, which had
received an overwhelming response. Ether is used broadly for two
purposes: it is traded as a digital currency exchange like other
cryptocurrencies, and it is used inside Ethereum to run applications and
even to monetize work. It should be noticed that the smart contract has
brought a significant share of the success to Ethereum. The smart contract is
a computer programme that independently performs assigned tasks between
network participants without the participation of a third trusted party. Smart
contracts and their intranet transactions have facilitated the rapid expansion
of the Ethereum network. Smart contracts are widely represented on the
market, either as electronic transaction payments or as applications for the
implementation of logistics supplies, gambling, and other sectors. These
transactions are irreversible and fully tracked online. Whereas the electronic
records are available in a public distributed ledger and include data about
user addresses, whereas the real names are hidden. The article explains the
usage of decentralized accounts and their electronic transactions in the
Ethereum network. The results are presented through different application
sectors. Additionally, a new method for extracting blockchain records
through node cluster via IPFS path is implemented in the research.

Stetsenko, S., Sorokina, L., Goiko, A., Tsyfra, T., &
Bolila, N. (2020). Cals-model for forming the anti-
crisis potential of construction enterprises. Scientific
Journal of Astana IT University, 4, 49-57.
https://doi.org/10.37943/A1TU.2020.80.41.006

This paper considers the pecularities of the formation of econmic immunity
of construction companies. A system has been proposed to improve the
mechanisms of preventive protection and securement of enterprises from
loss of viability and subsequent self-liquidation or bankruptcy, which
allows effectively identifying existing risks and threats from micro-, meso-
and macro-environments and responding to them with the preventive means
through economic immunity. A new definition for the term «economic
immunity» of the enterprise is proposed, which includes subsystems of
monitoring, early detection of internal and external threats, assessment of
the degree of danger (risks), defusion, elimination or neutralization, and
formation of «memory» of the threat through a system of indicators. The
differences of economic indicators of construction enterprises, which are
characterized by different levels of the anti-crisis potential use, are studied,
the five most significant indicators of the use of the anti-crisis potential are
identified. The rules-conditions for determining the level of activation of
anti-crisis opportunities and vulnerability of enterprises to threats for
economic security are formulated. Methods of identification and control of
the level of anticrisis potential use of the construction enterprise in the
context of digital transformation which allows estimating quality and
expediency of administrative actions are developed The formation
mechanism of the anti-crisis potential of the construction enterprise is
developed. Its structure is defined, conceptual foundations of the integrated
information system creation of the construction enterprise that should
provide the possibility of interaction of various subsystems within the
enterprise and the analysis of threats from interaction with various
stakeholders are substantiated.

Kadirkulov, K., & Ismailova, A. (2020). Centralized
collection and analysis of laboratory research results
on COVID-19. Scientific Journal of Astana IT
University, 4, 58-66.
https://doi.org/10.37943/AITU.2020.28.52.008

Abstract: This article describes the process of centralized collection of
laboratory study results for COVID-19. Their further analysis using web
service technology since the spread of COVID-19 has affected the
economic and social life in all countries of the world, including the
Republic of Kazakhstan, which has led to an acceleration in the adopting of
digital technologies in a wide variety of areas. Digitalization contributes to
the transition to the online environment of health care, office work,
education, and receiving more data on the spread of the virus, and
exchanging information on laboratory studies results. The presented
solution is an analytical module and it is based on the LIS SmartLAB
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platform [1]. It performs complex automation of the laboratory, in
particular, PCR (polymerase chain reaction) [2] laboratory, observing all
work processes to obtain reliable results by direct interaction with
laboratory equipment according to international standards HL7 (English
Health Level 7) [3], ASTM (English American Society for Testing and
Materials) [4] and automatic detection of deviations from regulatory data.
For implementing of the solution, used LIS SmartLAB platform, and PHP
7.3 was used as the API development language, and MariaDB 10.3 was
used as the DBMS. At present, the analytical module has been tested in four
PCR laboratories for transferring the results of laboratory studies to the
portal of the “National Center for Expertise” of the Committee for Quality
Control and Safety of Goods and Services of the Ministry of Health of the
Republic of Kazakhstan.

Keywords: Data collection, COVID-19, laboratory information system,
automation, information systems, API, web services, SQL.

B nanHOH cTaThe OmUCHIBaeTCS MPOIECC IIEHTPAIN30BaHHOTO cOopa
Ppe3ynbTaToB JabopaTopHbIX nccienoanuii Ha COVID-19, n nx
JadbHEHIIero aHali3a ¢ MPUMEHEHHEM TEXHOJIOTUH Be0-CEPBUCOB, TaK Kak
pacnpoctpanenne COVID-19 otpasunachk Ha 5KOHOMUUECKON U
COIMANBHOM KU3HH BO BCEX CTPaHaX MHpA, B TOM ducie u PecrmyOmnky
Kazaxcran, KOTOpO€ IPUBENO K YCKOPEHUIO BHEAPEHHS IIU(PPOBBIX
TEXHOJIOTHH B CaMBIX pa3HbIX cdepax. L{npposusamnus criocodcTByeT
TIepexoy B OHJIAHH-Cpey 3ApaBOOXPaHEHHE, TPYLOBOH JAESTEIEHOCTH,
00pa3oBaHus, ¥ MOTy4YaTh OOJIbIIE JAHHEIX O PAaCpPOCTPAaHEHUH BUpyca U
oOMeHHMBaThCs HHpOpMaIHeit o pe3yabprarax J1adopaTOpHBIX
nccienosanuil. [IpencraBieHHOE pelIeHHE SIBISETCS AaHATUTHISCKUM
MofyieM, u 6asupyercs Ha warpopme JINC SmartLAB [1], koTopsrit
MIPOXU3BOJUT KOMIUIEKCHYIO aBTOMATH3AIUIO JAO0OPATOPHH, B YACTHOCTH
[LIP (monmumepasHas nemHas peakuus) [2] maboparopuu, codmronast Bce
paboune mporeccs! A MOTyYeHHUs JOCTOBEPHBIX PE3yIbTAaTOB IyTeM
HETIOCPEACTBEHHOT0 B3aUMO/ICHCTBHS ¢ JIAOOPaTOPHBIM 000pYJOBAaHIEM I10
MexayHapoaHbM cranaaptam HL7 (auri. Health Level 7 — «Cenpmoit
ypoBenb») [3], ASTM (auri. American Society for Testing and Materials —
«AMEpHKaHCKOe O0IIECTBO 110 UCIIBITAHUIO MaTepHANIOBY) [4] 1
aBTOMAaTHYECKOMY BBISIBIICHHIO OTKJIOHEHHU OT HOPMATHBHBIX JIAHHBIX.
[pu peanm3zanmu pemeHns UCIOIb30BaNach coocTBeHHas iatdopma JINC
SmartLAB, B kauecTBe si3b1ka pazpaborku API (anr. application
programming interface - mporpamMmHBbIii HHTEphENC MPUITOKEHHS)
npumensuics 361k PHP 7.3, B kauecte CYB]I ucnosnb3osaics MariaDB
10.3. B HacTosmuii Iepuol BpEMEHU aHATUTUYECKUI MOTyJIb
anpoOuposaH B 4-x I[P nabopaTopusx st mepeaadn pe3ynbTaToB
naboparopHbiX uccaenosanuii Ha noptan PI'TI na [TXB «HaruonanbHbIi
LEHTP KCIepTH3b» KomuTera KOHTpOIIs KadecTBa 1 6€30MacHOCTH
TOBApOB ¥ yCIyT MHUHHCTEPCTBA 3ApaBoOXpaHeHns PecryGikn
Kazaxcran.

Kazantseva, Y., & Danenova, G. (2020) Model of
population migration in agglomerations within the
framework of the “smart city” paradigm. Scientific
Journal of Astana IT University, 4, 67-76.
https://doi.org/10.37943/A1TU.2020.26.65.009

Abstract: The urban agglomeration is a multitude of united settlements
according to economic, labor, cultural, household, and recreational
characteristics. Agglomeration is perceived as an integral territorial union;
therefore, it is essential to consider it in the framework of the “smart city”
paradigm. All movements of the population within the agglomeration,
despite the seeming chaos, can be presented systematically and identified
certain patterns. These regularities will optimize the city’s infrastructure by
shaping its transport system in such a way that it will be possible to exclude
potentially emergency sections on the roads and reduce the traffic load on
highways. In order to optimize the infrastructure of the agglomeration, the
existing model of transport networks and population movement (migration)
within it are considered. The article presents an analysis of the “smart city”
paradigm, describes its multidimensional structure and levels on which the
urban infrastructure is built, and provides mathematical models based on
which the agglomeration transport system is formed. To describe the model
of population movement within the framework of an agglomeration, a data
warehouse is considered, which contains information about an urban
transport network comprising a set of points and communications laid
between them. Based on this transport network, a route network is formed,
which is a collection of all transport routes. The paper describes a model of
a transport and distribution system taking into account temporal and spatial
characteristics and a model of an intelligent city transport system based on a
hyper network. The models of transport systems used foreign countries’
experience, where there is a tendency to improve navigation and monitoring
systems within the transport intelligent system of the city, are described.
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Tlopozckast arioMepanyst MpeAcTaBisieT co00i MHOXKECTBO TIOCENICHHUH,
KOTOpBIE 00BEIUHEHEI COTIIACHO XO3SHCTBEHHBIM, TPYAOBBIM, KyJIbTYypPHO-
OBITOBBIM U PEKPEAIIMOHHBIM XapaKTePUCTHKaM. ATioMepanus
BOCHPHHUMAETCS KaK LIEJIOCTHOE TEPPUTOPUATIbEHOE 00BbEANHEHHE, TOATOMY
OUEHb Ba)KHO PACCMATPUBATh UMEHHO €r0 B paMKax MapaJurMbl «yMHOTO
ropoja». Bce nepenBIKeHUs HaceIEHHs BHYTPU arjiOMepaliy, HECMOTPSI
Ha KaXyLIyIOCsl XaOTUYHOCTb, MOXKHO IIPEJCTaBUTh CUCTEMAaTHUECKH U
BBLJICJIUTH ONPECICHHBIC 3aKOHOMEPHOCTH. DTH 3aKOHOMEPHOCTHU
TI03BOJIIT ONTUMH3UPOBATH HHPPACTPYKTYPY ropoia, chOpMUPOBAB €To
TPaHCIOPTHYIO CHCTEMY TaKUM 00pa3oM, YTO CTaHET BO3MOXKHBIM
HCKITIOYHUTH MOTEHIMAIBHO aBapH{HbIE YIaCTKU Ha JOPOTax U CHU3UTh
TPaHCHOPTHYIO Harpy3Ky Ha MarucTpanu. C enpo ONTHMHU3ALUH
HH(PACTPYKTYPHI arJIOMEPAIN pacCMAaTPUBAETCS CYIIECTBYIOIIAs MOJIETb
TPaHCHOPTHBIX CETEH U MepeMeleHe HaceneH s (MUTpanus) BHyTPU Hee.
B crarbe mpencraBiieH aHaIU3 MapaJurMbl «yMHOTO FOPOJIa», OIIUCAHA €€
MHOTOMEpHasl CTPYKTypa U YPOBHHU, Ha KOTOPBIX CTPOUTCS TOPOJICKast
nH}pacTpyKTypa, ¥ IPUBEAEHBI MaTeMaTHIESCKHE MOJICIH, HA OCHOBE
KOTOPBIX (popMUpyeTCs TPAHCIIOPTHAS cUcTeMa arjiomeparmu. s
OTUCaHMs MOJIENH IIepEMEIIEHHS HACEIeHNs B PaMKax arioMepanun
paccMaTpHBAETCs] XPaHUITHIIE JaHHBIX, B KOTOPOM COJEPIKUTCS
“HPOPMAIHS 0 TOPOACKON TPAaHCHOPTHOU CETH, CoAeprKalleil Habop
ITyHKTOB U IIPOJIOKEHHBIX MEX Iy HUMH KOMMyHHUKaui. Ha ocHOBe
JAHHOM TPAHCIIOPTHOH ceTn GopMupyeTcst MapIIpyTHask CeTh, KOTOpast
TIpe/ICTaBIsieT cOO0H COBOKYITHOCTD BCEX TPAHCIIOPTHBIX MapUIpyToB. B
paboTe NPHBEJICHO ONUCAHUE MO TPAHCIOPTHO-PACTIPEASITUTEIbHON
CUCTEMBI C yYETOM BPEMEHHBIX U IIPOCTPAHCTBEHHBIX XapaKTEPUCTUK U
MOJIeJIb UHTEIUIEKTYaJIbHON TPAHCIIOPTHON CUCTEMBI T'OpOJa Ha OCHOBE
runepceT. ONHUCaHbl MOJEIH TPAHCTIOPTHBIX CUCTEM, IIPHUMEHSIEMBIC B
OTIBITE 3apyOEKHBIX CTPaH, Te HA JaHHBIH MOMEHT COXpaHsIeTCs
TEHIEHIUS K YTy4IIeHUIO CHCTEM HAaBUTALMK 1 MOHUTOPUHTA B paMKax
TPaHCIIOPTHOM MHTEJUIEKTYallbHOM CUCTEMBI TOpoia

Lazarev, I., & Tomilova, 1.(2020) THE RATIONAL
USE OF COMPUTING POWER IN MODERN
TRENDS IN THE DEVELOPMENT OF
ELECTRONICS. Scientific Journal of Astana IT
University, 4, 77-87.
https://doi.org/10.37943/A1TU.2020.46.64.010

Abstract: This article considers methods and ways of automating software
optimization using additional programs and analyzing their algorithms and
the principle of operation. Since against the background of the rapid growth
of computing power, the question arises about these resources’ rational use.
With the development of technologies, software development is faced with
the problem of degradation of the quality of created applications and the
lack of search for new optimization methods. Initially, software
development faced an insurmountable wall in the form of a brutal resource
limit, which encouraged developers to look for new strategies and tricks to
implement the conceived project. Currently, due to breakneck pace of
development of computing power, developers have lost this wall as an
incentive in search of new methods of implementation and optimization.
The developers faced a new problem - the rational use of computing power.
For many next-generation applications, 1/0 constraints limit the
performance level that can be achieved. A large and important class of
resource-intensive applications is irregular, contains complex data-
dependent execution behavior, and dynamic, with resource requirements
that change over time. Because the interactions between the application and
system software vary between applications and at runtime, analysts are
looking to optimize performance need runtime libraries and analysis tools to
uncover application 1/0 behavior. A Developer can use both manual
optimization methods and optimizing additional software or optimizing
compilers. Optimizing other software and compilers will help reduce the
time spent on the optimization stage.

Key words: Development, software, optimization, resources.

B pamkax 1aHHOH CTaThbH paccMaTPUBAIOTCA METOJBI 1 CIIOCOOBI
ABTOMATH3AIMH ONTHMHU3AIMU TIPOTPAMMHOT0 00ECIICUSHHS TIPH TOMOIIH
ux nporpamm. [Ipoanamu3upyeM aaropuTMbI U IPUHIMI AeicTBUs. Tak Kak
Ha GoHe OBICTPOTO POCTa BBIYHUCIUTEIHHBIX MOIIIHOCTEH BOSHUKAET BOIIPOC
0 palOHAIFHOM HCIOJIb30BaHUU JIAHHEIX pecypcoB. C pa3BUTHEM
TeXHOJIOTHI pazpabotka [10 BeTpewaeTes ¢ mpodaeMoii aerpaaaruu
Ka4dyeCTBa CO3/1aBACMBbIX l'IpHJ'IO)KeHHl\/’I nu OTCyTCTBI/lﬂ IMOUCKa HOBBIX METOI0OB
onTuMu3anuu. [lepBoHayabHO pa3paboTKa MPOrpaMMHOTO O0eCTIeUeHUs
CTOJIKHYJIaCh C HEMPEOJOIUMON CTEHOH B BUZE )KECTOKOTO JINMHTA
PECYpCOB, YTO CTUMYJIHPOBAIIO Pa3pabOTYHKOB HCKATh HOBBIC METOIBI H
YXUIIPEHUS 7S pealln3aluy 33 lyMaHHOT 0 IpoekTa. B naHHbIi MOMEHT,
H3-32 KOJOCCAITBHO OBICTPBIX TEMIIOB Pa3BUTHS BEIYHCITUTEIHHBIX
MOIITHOCTEH, pa3pabOTYHKK OTEPSUTH JAaHHYIO CTCHY KaKk CTUMYJI B
MOUCKaX HOBBIX METOAOB peaM3aliy U oNTUMHU3anuu. PazpaboTanku
CTOJIKHYJIUCh C HOBOH MPO06JIeMOii — palliOHAIbHOE UCIIOJIb30BAHUE
BBIYHUCIUTENbHBIX MOIIHOCTEN. JIJIi MHOTUX NPUIIOKEHUH CIIEAYIOLIETO
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TOKOJICHUsI OTpaHUUEHUS, HaJllaraeMble BBOJJOM-BBIBOJIOM, OTPAHUYUBAIOT
YPOBEHb IOCTHKUMOM IPOU3BOIUTEIHLHOCTH. BONbIION U BasKHBIN KJace
PeCypCcOEeMKUX IPUIIOKEHUH SBISIETCSI HEPETYJIIPHBIM, COEPKHUT CI0XKHOE,
3aBUCAIICE OT JaHHBIX ITOBEJACHHUE BBIITOJIHCHHS, U JUHAMUYCCKUH, C
MEHSIOIMMHUCS TOTPEOHOCTSAMH B PECYpCax, KOTOPBIE CO BpeMEHEM
MeHsIoTCA. [10cKoIbKy B3auMOICHCTBHS MEKAY MPUIOKEHUEM U
CHUCTEMHBIM MTPOTPAMMHBIM 00€CTICUEHHEM MEHSIOTCS MEKITY
TIPWIOKEHUSIMU U BO BpeMsI BBIITOJIHEHHSI OJHOTO TIPUIIOKEHUS,
aQHAJIUTHKAM, CTPEMSLIUMCS] ONTUMU3UPOBAThH IIPOU3BOIUTENILHOCTD,
TpeOyroTCsl OMOIMOTEKH BPEMEHH BHITOIHECHUS U HHCTPYMEHTHI aHAITN3a,
KOTOpPBIE MOT'YT BBIIBUTH ITOBEJICHUE BBOIA-BBIBOIa IPUIIOKEHUS. [{is
JOCTHDKCHUS TIOCTABJICHHOM eI MOKHO HCIIOIb30BaTh KaK py4YHbIE
METObI ONITUMH3ALIUH, TaK U ONTUMHU3NpYyomiee croponHee 110 mmu
ONTUMH3HPYIOIIKE KOMIWIATOpEL. OnTuMusupyomuee croponsee 110 u
KOMITWJIATOPBI IOMOTYT COKPaTHTh BpeMsl, 3aTpauyuBaeMoe Ha dTar
OIITHMU3AIHH.

Sultanova, B., & Chsherbov, A. (2020). USING OF
ADDITIONAL METHODS OF USER
AUTHORIZATION. Scientific Journal of Astana IT
University, 4, 88-98.
https://doi.org/10.37943/A1TU.2020.89.25.011

Abstract: The article considers the methods of additional authorization of
users of information systems, their advantages, and disadvantages, typical
examples of usage. Multifactor authentication is becoming a standard tool
for verifying the identity and access rights of information systems, from
banking operations to access to enterprise databases. With the expansion of
the spheres of use of various information systems, applications, and
services, users of the systems get new opportunities, convenience, and
mobility. But at the same time, there is a problem of secure and controlled
access, authorization and identification of the user, confirmation of his
authority. The options under consideration cannot be limited to service
delivery alone: mechanisms could and should be used in various
combinations. In addition to the analysis, experiments were carried out on
implementing and testing additional authorization mechanisms, and
feedback from end users was collected. Each of the methods was evaluated
from many angles: ease of implementation, ease of use by the end user,
availability, and adequacy of use. At the same time, there is no way to
identify the optimal and universal method of additional authorization, since
various service sectors have their own requirements for accessibility,
reliability, and security. One can single out corporate services that provide
data exchange, data processing or analytics, or remote management services
industrial network management as the most promising areas for
implementation. The authors analyzed the various methods most widely
used in the security market, their capabilities, advantages, and
disadvantages. The authors did not set the goal of nominating one selected
mechanism as a priority; therefore, no recommendations are given to use a
particular method. Keywords: Internet, encryption key, certificate,
authorization.

Cratbst paccMaTpHUBaeT METO/BI JOIIOJIHATEIBFHON aBTOPU3aNH
ob30BaTenel HHPOPMAIIMOHHBIX CHCTEM, HX JOCTOMHCTBA M HEAOCTATKH,
TUNHWYHBIE TPUMEPBI HCIOJIB30BaHus. MynbTH (MHOTO) (hakTopHast
ABTOPH3AIHMS CTAHOBUTCS CTAHAAPTHBIM HHCTPYMEHTOM JUIS
TOATBEP)KACHHS JINYHOCTH U MIPaB A0CTyIa HHYOPMAIMOHHBIX CHCTEM, OT
0aHKOBCKHX OIlepalyii, 10 T0CTymna K 6a3aM JAaHHBIX npeanpusatus. C
pacmmpenneM cep ICIOIB30BaHUS PA3IHIHBIX MHOOPMAITMOHHBIX
CHCTEM, IIPIIIOKEHHUH U CEPBUCOB, TIOJIL30BATENN CHCTEM ITOIYyJal0T HOBEBIE
BO3MOKHOCTH, YZ0OCTBO 1 MOOMIBHOCTE. HO B TO e BpeMsi, BOSHUKAET
npo6ieMa 6e30IacHOr0 ¥ KOHTPOJIMPYEMOTO IOCTYTIA, aBTOPH3ALHS H
uACHTH(HUKAIINS TT0JIb30BATES, TOATBEPIKICHUE €TI0 MOJTHOMOYHIA. ABTOPHI
NpOaHATN3UPOBAIIM Pa3INYHbIe METO/IbI, HanboJIee MNPOKO
pacnpocTpaHEHHBIE Ha PhIHKE 0€30MaCHOCTH, X BO3MOXKHOCTH,
NperMYIIeCcTBa U HEIOCTaTKH. PaccMaTpruBaeMble BApHAHThI HE MOTYT
OTHOCHTBCS TOJIBKO K OJJHOH JIMIIE chepe MpeocTaBIeH s YCIIyT:
MEXaHU3MBI MOTYT U JOJDKHBI OBITH HCIIOIB30BAHBI B PA3INIHBIX
xoMmOuHanusx. [Tomnmo aHanm3a, OB IPOBEECHBI ONBITHI 110 BHEIPEHUIO
1 TECTHPOBAHUIO MEXaHNU3MOB JOMOJIHUTENFHOH aBTOPH3AINHN, COOPaHBI
OT3bIBbI KOHEUHBIX TOJIb30BaTeNei. Kakapiil 13 MeTo10B ObLI OIIEHEH CO
MHOJKECTBA CTOPOH: JIETKOCTh BHEAPEHHs, TPOCTOTA HCIIOJIB30BAHMUS
KOHEYHBIM I10JIb30BaTCJIEM, JOCTYITHOCTb U aJICKBATHOCTH IPUMEHECHUS. B
TO XK€ BPpEMs HET BO3MOXXHOCTHU BbIABUTDH ONTHMAaJILHBIN U yHHBepCaﬂbeIﬁ
METO/| TONOJHUTEIbHOH aBTOPU3AIIH, TOCKOIBKY Pa3iInIHbIe Chepr
YCIYT NIPEIBSBISIOT COOCTBEHHBIE TPEOOBAHNS K JOCTYIHOCTH,
Han&KHOCTH U Oe3omacHocTH. Kak Hanbosee epCceKTHBHBIC HAlIPABICHUS
JUISL BHEJPEHUS], MOXKHO BBIJIEIIUTH KOPIIOPAaTUBHEIE CEPBUCHI, KOTOPHIE
MPEIOCTABIIIOT OOMEH JaHHBIMHU, UX 00PaOOTKY MM aHAJMTUKY WIN
CEPBHCHI YAANEHHOTO YNPABIEHHUS, B YaCTHOCTH YIIPaBICHUS
IIPOMBIIIIEHHBIMH CETSIMU. ABTOPBI HE CTABHUJIM LIENbIO BBIIBHKECHHE
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OIHOTO BBIACICHHOI'O MEXaHU3Ma KaK IPUOPUTETHOT'O, TIOOTOMY U HE
JAar0TCs pEKOMCHAAIUU 110 UCIOJIb30BAHUIO OTACIIBHOI'O B3ATOI0 METOJAA.




