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Kolesnikov, O., Biloshchytskyi, A., Gogunskii, V., &
Khomiak, A. (2020). Development of a markov model
of the information environment as a communication
system in the scientific sphere. Scientific Journal of
Astana IT University, 2, 4-17.
https://doi.org/10.37943/AITU.2020.95.36.001

The paper presents the theoretical foundations of creating the educational
environment of an educational institution using the project approach at the
stage of building models and displaying communications in the information
environment following GOST R 54869 — 2011. The article considers the
Markov process with discrete states, discrete-time, and homogeneous
characteristics of transition probabilities. The latter means that the transition
probabilities for the series do not change over time. The set of specific
values of transition probabilities characterizes the level of organizational
maturity of the project. A unified method of transformation of iconographic
models of states of complex systems in the Markov chain is developed. The
method has sufficient simplicity of the mathematical apparatus and high
reliability of the mapping of the phenomenological properties of stochastic
systems. The developed model allows us to study the features of
communication processes incompetently oriented information training
systems in the educational environment of educational institutions and to
obtain a quantitative assessment of the effectiveness of such systems. The
management of educational activities of an educational institution should be
considered as a continuous process of improving its activities in the
conditions of modern competition in the market of educational services. The
proposed model, based on the project approach, will allow the efficient use
of material resources, as well as flexibly respond to any changes both within
the educational institution and in the external environment.

Kravchenko, O., Plakasova, Z., Gladka, M.,
Karapetyan, A., & Besedina, S. (2020). Application of
information technologies for semantic text

processing. Scientific Journal of Astana IT University,
2, 18-31.
https://doi.org/10.37943/AITU.2020.75.91.002

An expert system for text analysis based on the heuristic knowledge of an
expert linguist is proposed. Methods of linguistic analysis of the text
through the use of computer technology have been further developed. Data
verification was performed on the example of the Germanic language
group. The algorithm of the system operation is given. The sequence of
actions of the text analysis process is described. Research relates to the
subject of computational linguistics and helps to automate text analysis
processes. The main purpose of the research is to improve the machine’s
understanding of the semantic structure of the text by finding current
connections between the main members of the sentence, current
connections between secondary members of the sentence, the best concept
of the current word and the function of the current word in the sentence.
Semantic networks are used in the software solution. The Java
programming shell, such as NetBeans IDE 8.1, and the CLIPS shell, were
used to create the software product. The main logical connections and
structure of the program are described in the article. Methods and relations
are considered on the example of the Germanic group of languages. All
languages of the Germanic group are similar because they have a direct line
of words which makes them even more similar: subject + predicate +
subordinate clauses

Lukianov, D., Kolesnikova, K., Mezentseva, O., &
Rudenko, V. (2020). The kiibler-ross factor in
managing the performance of technical and socio-
economic systems. Scientific Journal of Astana IT
University, 2, 32-43.
https://doi.org/10.37943/AITU.2020.94.59.003

Abstract: The article proposes to consider the possibility of using the
Kiibler-Ross model as a mandatory and necessary addition when restoring
systems after critical failures, accidents, and other catastrophic events. As
stages of the model, it is proposed to consider the “extension” of the classical
Kiibler-Ross model in the form of an Extended Grief Cycle. Moreover, each
“stage of the model” is considered as a separate “state” of the system. It is
also assumed that the transition from any state of the model is possible not
only “linearly forward”, but also in any other direction. Moreover, the
probabilities of such transitions do not depend on the previous history of the
system. Such an assumption allows us to consider the possibility of
interpreting the created model as a Markov model, and, accordingly, to apply
the mathematical apparatus of Markov chains for its study. It is proposed to
consider such a characteristic of an effective recovery system as the
“readiness” of a recovery team to transition to a productive state as soon as
possible from the point of view of group dynamics and the effectiveness of
the distribution of team roles. For this, it is proposed to use the logic of the
team role model of R. Belbin. Minimizing the time to achieve the effect of
maximum effectiveness in emergency situations in the context of the concept
of incident preparedness and continuity of work, in this case, will depend not
only on technical and other means of response but also on the psychological
stability of the recovery team members, the effective allocation of roles and
readiness for adequate action. This is confirmed by the results of transient
modeling. The simulation results show the dominant value of the
probabilities of being in the states of “shock™ and “inoperative system” if you
do not control the system purposefully and do not go through all stages of the
Extended Grief Cycle model sequentially, one after another.
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Key words: The Extended Grief Cycle, Kiibler-Ross model, Model R.
Belbin roles, Markov model of communications, performance recovery,
business continuity, reliability, hazardous event, Business Continuity
Management Lifecycle Stages, preparedness for hazardous situations and
incidents.

Kravchenko, Y., Leshchenko, O., Trush, A.,
Dukhnovska, K., & Kovtun, O. (2020). Synergetic
approach to the study of control systems. Scientific
Journal of Astana IT University, 2, 44-52.
https://doi.org/10.37943/AITU.2020.68.59.004

The paper considers a new direction of scientific research — «synergetics».
The key provisions and its development as a science are considered. The
focus is on open feedback systems as objects of research. The properties of
these systems — openness, nonlinearity, dissipation and multidimensionality,
allow the use of a synergistic approach in the study. Due to new trends in
information technology in recent years, interest in the new architecture of
Software Defined Networks has grown. A programmable controller is used
as a control mechanism for SDN networks. The connection between the
logical controller and the physical network is made using the OpenFlow
protocol. The graph of the network topology is presented as a set of key
parameters that come to the controller. From the set of parameters, the key
ones used in the study are selected. The dynamics of the ratio of key
parameters under the condition of optimizing the network infrastructure is
studied. The dynamics of the network corresponding to the stability
condition is investigated by the methods of synergetic control theory. SDN
network control is formed by methods based on the principle of self-
organization of nonlinear systems. As a result, synergetic control is
synthesized to increase the resistance of the control system to destructive
influences. Based on the selected dynamic invariant, the possibility of
providing the selection of the parameter of the SDN network management
system for the transition to a controlled state is shown.

Zhumekenov, A. (2020). Complex event processing
approach on subscribers’ data of telecom operator.
Scientific Journal of Astana IT University, 2, 53-59.
https://doi.org/10.37943/A1TU.2020.95.28.005

Nowadays the usage of mobile phones has reached extremely large
worldwide proportions and is increasing dramatically. There is a stronger
need to decrypt the important information that is hidden among them. Even
all required information is gained, processes of companies remain static and
can not be changed dynamically to adapt to actual business needs, reducing
the advantages that can be achieved. Every second millions of raw
information are being generated by mobile users, which handled by
Telecom operators in data servers. By using Complex Event Processing
(CEP) approach in real-time, we can obtain the information that really
matters to our business and use it to monetize the vast amount of data that is
being collected through mobile phone usage. In this paper, we present an
internally developed framework that combines the strengths of CEP and
business process implementations which allows us to react to the needs of
today’s fast-changing environment and requirements. We demonstrate 3
simple use case scenarios to show the effectiveness of the CEP approach in
our situation. The importance of implementing the CEP approach on
subscribers’ data should not be overlooked as means of trying to capitalize
on new services, however, have to be considered as a challenge to give
subscribers the opportunity to get more customized offers and services.

Bondar, A., Bushuyev, S., & Onyshchenko, S. (2020).
PROJECT MANAGEMENT FIGHTING AGAINST
ENTROPY OF THE ORGANIZATION.

Scientific Journal of Astana IT University, 2, 60-70.
https://doi.org/10.37943/AITU.2020.88.62.006

Abstract: This study examined the informational entropy of project-oriented
organizations within the framework of the energy-entropy concept. The
relationship between energy entropy and informational (structural) entropy
of project-oriented organizations is established. A conceptual model of the
formation of informational entropy of project-oriented organizations and its
impact on energy entropy is built. The presented approach corresponds to
the integral consideration of the “information (structural)” and “energy”
processes of the organization, which most reflects the real conditions and
essence of the organizations. An approach to identifying the essence of
events, the probabilities of which form the informational entropy of a
projectoriented organization, is presented. The approach is based on the
formation of intervals on a range of values, taking into account their normal
distribution law. In the research process, the relationship between the
informational entropy of the project and the law of distribution of its results
is established. It is proved that the struggle with the entropy of both types is
a struggle to reduce the dispersion of the results of organizations, which can
be achieved through project-oriented management. The advantage of
project-oriented management is that it allows you to reduce these variances,
due to: a flexible system for the distribution of human resources for projects
taking into account their value; focusing the project team exclusively on a
specific project and ensuring it creates the conditions in the external
environment that are more clearly predictable and, therefore, have minimal
dispersion.

Keywords: informational entropy, energy, dispersion, distribution, project,
organization.

B aHHOM HCCeIOBaHUU paccMOTpeHa HHYOPMALIMOHHAS SHTPOIHS
NPOEKTHO-OPUEHTHUOBAHHBIX OPraHU3alMi B PaMKax 3HEPrO3HTPOIMIHON
KOHIIETIIIMU. Y CTAHOBJIEHA B3aHUMOCBSI3b MEXK/Ly SHEPTOIHTPONHUEN U
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nH(pOPMAMOHHOH (CTPYKTYPHOI) SHTPOIHEH TPOEKTHO-
OpPHEHTUPOBaHHBIX opraHu3anyil. [locTpoeHa KoHIENTYaIbHAs MO
(dopmupoBaHHs HHYOPMALMOHHON SHTPOIIMU NPOEKTHO-OPUEHTUPOBAHHBIX
OpraHu3alyil u ee BAMSHMA Ha SHEPro3HTponuto. [IpeacraBieHHbl NOAX0
COOTBETCTBYET MHTETPATBHOMY PACCMOTPEHHIO « MH(OPMALHOHHBIX
(CTPYKTYPHBIX)» H «9HEPreTHIECKHUX» MIPOLECCOB OPTaHU3AINH, YTO B
HanOOJIBIIEH CTEIICHN OTPaXKaeT PealbHbIC YCIOBHS U CYITHOCTh
NeATeTbHOCTH opraHu3anuii. [IpencraBieH moaxoxn K HACHTHGUKAIIN
CYIIHOCTH COOBITHIA, BEPOSITHOCTH KOTOPHIX (POPMHUPYIOT
HH(OPMAIIMOHHYIO SHTPOIIUIO MPOEKTHO-OPHEHTHPOBAHHOM OpraHN3amiH.
B ocHoBe moaxoa NeXUT GOPMHUPOBAHIE HHTEPBAJIOB HA JUAMa30HE
3HAUEHUH C y4eTOM MX HOpMaJbHOTO 3aKOHa pacnpesneneHus. B mpouecce
HCCIIENOBAaHMIT yCTAaHOBJIEHA B3aMMOCBSA3b MEXY HHYOPMALIMOHHOMN
SHTPOMNHUEN NMPOEKTa U 3aKOHOM pacIpeeIeHHs eT0 Pe3yIbTaToB.
O06ocHOBaHO, 4TO OOpBOa ¢ IHTpOIHEH 00enX BUIOB SBIsieTCs O0phOOH 3a
yYMEHBIIEHHE UCIIEPCUH PE3YIIbTaTOB eI TeIbHOCTH OpraHU3aIii, 4To
MOXeT OBITh oOecriedeHo Giaroapsi MpOEKTHO-OPHEHTHPOBAHHOMY
ynpasieHuio. [IpenMyIecTBOM MpoeKTHO-OPHEHTHPOBAHHOTO YIIPABICHUS
SIBIISIETCA TO, YTO OHO MO3BOJIAET CHU3UTH YKa3aHHbIE JUCIEPCUH, 3a CUET:
rUOKOi CHCTEMBI pacipeeeH s YeIOBEUECKUX PECYPCOB M0 MPOEKTaM C
YUYETOM HX IIEHHOCTH; COCPEIOTOUCHUS TPOESKTHOH KOMAH/BI
HCKITIOUYUTENIFHO Ha KOHKPETHOM IIPOEKTE U 00ecedeH s €0
(hopMHpOBaHUE TAKNX YCIOBHUH BO BHEIIHEH cpeie, KOTOpbIe 0ojee YeTKO
IIPOTHO3HPYEMBI, a, CIIe/IOBATEIbHO, 00J1aJal0T MUHUMAIBHOH aHcIIepcHeil.

Bushuyeva, N., Kozyr, B., & Zaprivoda, A.(2020).
MULTILEVEL HYBRID INFRASTRUCTURE
PROGRAM MANAGEMENT. Scientific Journal of
Astana IT University, 2, 71-85.
https://doi.org/10.37943/A1TU.2020.20.47.007

Abstract: An analysis of trends in the development of infrastructure
management systems shows that the key factors are reliability of
implementation, efficiency in creating values and environmental
harmonization. At the same time, increasing the level of efficiency of
infrastructure programs are strategic areas of development for most
countries of the world. A key role in successfully solving pressing problems
of infrastructure projects and programs, including the satisfaction of certain
sectors of the economy with an improvement in the environment, is to
determine innovative technologies aimed at the development of
“intelligent” technologies. The analysis of the problems of systems of
regions, cities, towns and consumers determined the relevance and practical
importance of research on the implementation of infrastructure projects in
turbulence, the construction of a hybrid multi-level methodology for
managing infrastructure programs based on a convergent balanced
approach. At the same time, problems and challenges were identified
regarding the implementation of infrastructure projects and programs as
development drivers. A holistic model for solving the problems of
implementing infrastructure projects and programs on the basis of multi-
level dual management within the framework of hybrid methodologies
combining different models according to the principles of management has
been built. The experimental studies of the proposed approaches, models
and methods for managing infrastructure programs have confirmed their
adequacy and effectiveness. The methodology of multi-level proactive dual
management of infrastructure projects based on adaptive technologies is
based on three interconnected adaptive systems: planning and formation,
monitoring and change management, and regulates the formation of
resilient to disturbances in the management process, which helps to prevent
a significant decrease in the quality of management and loss of
controllability of project activities.

Keywords: multi-level system, hybrid methodology, proactive management,
infrastructure programs.

AHanu3 TeHJEHLMH Pa3BUTHS CUCTEM YIPaBICHUs HHPPACTPYKTYPHBIMU
HPOrpaMMaMH MOKa3bIBAET, YTO KIIOUEBBIMU (DaKTOPAMH SIBISIOTCS
HaJIeKHOCTb pean3aud, 3QeKTUBHOCTD IPH CO3TAHUU [EHHOCTEH 1
HKOJIOTHUeCKas FapMOHH3alys. IIpy 9TOM HOBBIIIEHUE YPOBHS

s} dexTuBHOCTH HHPPACTPYKTYPHBIX IPOrPAMM SIBIISIOTCS
CTPaTerHYeCKUMH HAIIPaBICHISIMU Pa3BUTH GOJBIIMHCTBA CTPaH MUPA.
KitroueByto pojib B yCIIEITHOM PELIeHHH HACYIIHBIX TPOOIIeM
MHPACTPYKTYPHBIX IPOCKTOB U MPOTPaMM, BKIIFOYAs! yIOBIETBOPCHHE
OIIpeJIEIEHHBIX 0TPAC/Iei SKOHOMUKH C YIIy4IIEHUEM COCTOSHUS
OKPY’KaIOIIEeH CpeJibl, ONPEASIsTh HHHOBALIMOHHBIE TEXHOJIOTHH,
HanpaBJIeHHbIC Ha Pa3BUTUE HHTEIUICKTYaIbHBIX» TEXHOIOTHIL.
IpoBeneHHbIH aHATN3 U IPOOIEM CHCTEM PETHOHOB, TOPOJOB, IOCEIKOB U
HOTpeduTelielt onpeenl aKTyanbHOCTb H IPAKTUYECKYI0 3HAYUMOCTb
UCCIIeJOBaHHUI, 110 peanu3anuu HHPPACTPYKTYPHBIX IPOEKTOB B YCIOBUAX
TypOYJIEHTHOCTH, IOCTPOEHMS THOPHUIHON MHOTOYPOBHEBOI METONOIOTUH
yIpaBJieHus] HHQPACcTPyKTYPHBIMHU IIPOrpaMMaMU Ha OCHOBE
KOHBEPIeHTHOT0 COAIAHCHPOBAHHOTO NIOAX0/1a. IIpH 3TOM BBISIBICHBI
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Ipo0GJIEMBI ¥ BBI3OBEI II0 BHEIPEHUIO HHPPACTPYKTYPHBIX IIPOESKTOB U
IIporpaMM Kak JpaiiBepoB pazButus. IlocTpoeHa XomucTuueckas MoJeIb
peleHus npobiIeM peanu3aniuy HHPPACTPYKTYPHBIX IPOEKTOB U MPOTpaMM
Ha OCHOBE MHOTOYPOBHEBOT'O JyaJbHOTO YNPaBICHUs B Ipeienax
THOPHIHBIX METOOJIOTHH, 00BEIUHAIONINX PA3HBIE MO MPUHIUIIAM
ynpasneHust Mogenu. [IpoBeneHHbIe SKCTIEpUMEHTabHbIE HCCIEIOBAHUS
MIPEJIOKECHHBIX IOJXO0JI0B, MOJIENIEH U METOIOB YIIPABICHUS
HH(PACTPYKTYPHBIMHU ITPOTpaMMaMH MOJATBEPANIN UX aJeKBaTHOCTD 1

3¢ dexTHBHOCTE. METOI0JIOT S MHOTOYPOBHEBOTO ITPOAKTHBHOTO
JyaJIbHOTO YIPaBJICHHSI HHPPACTPYKTYPHBIMH IIPOSKTaMH Ha OCHOBE
aJIaNTUBHBIX TEXHOJOTHH 0a3HpyeTcs Ha TPEX B3aNMOCBSI3aHHBIX
aJlaNTHBHBIX CUCTEMaX: INTAHUPOBaHUE U (HOPMUPOBAHNE, MOHUTOPUHTA U
yIpaBJIEHUS U3MECHEHUSIMY, U pErTIaMEeHTHPYeT GOPMHUPOBaHHUE
YCTOHYHBOTO K BO3MYIIEHUSIM B MPOLECCE YIIPABICHUSI, TIO3BOISET
MIPeJOTBpAIlaTh CYLIECTBEHHOMY CHUKEHHUIO KaueCTBa yIPaBICHUS 1
1oTepe YIpPaB/IsieMOCTH IPOESKTHOMU IS TEIbHOCTH.

Bushuev, S. D., Bushuev, D. A., & Neyzvestnyi, S. Y.
(2020). Convergence and hybridization of project
management metho dologies. Scientific Journal of
Astana IT University, 2, 86-101.
https://doi.org/10.37943/AITU.2020.22.12.008

Abstract: The subject of this article is the development of hybrid
methodologies for managing projects, programs and project portfolios.
Significant reductions in the life cycles of infrastructure programs, which
contain projects of various lines of activity and various management
methodologies, for example, waterfalls with a rigid life cycle and Agile
with a flexible methodology life cycle, require the use of convergence tools
to form “hybrid” methodologies. The goal is to develop a convergent
approach to building hybrid project management methodologies in terms of
decision-making processes in project management based on various
platforms. The results of the study were obtained based on of using a
convergent approach to build a methodology for managing infrastructure
projects and programs. A substantial model of the obtained hybrid
methodology for project and program management is presented.
Conclusions: Hybrid methodologies for project and program management
are becoming more popular in this category of programs. The main reason
is the presence in the program of components with different life cycles, and,
consequently, methodologies that require integration and harmonization.
The methodology is tested by the practice of using the mechanisms of
hybrid multi-level systems for managing infrastructure projects and
programs. A study of hybrid project and program management
methodologies defined by the practice of introducing various, in fact,
program components. The use of a hybrid project management
methodology allowed the authors to carry out various, in fact, projects on
time with a specified budget. On the example of complex construction
projects and projects for the creation of information and communication
infrastructure management systems. Further areas of research are associated
with a detailed study of the mechanisms of harmonization, integration,
convergence and updating.

Keywords: model convergence, hybrid management methodologies,
program, interaction model of basic project management methodologies,
program manager.

[Ipenmerom craThu siBIsIETCS pa3paboTKa TMOPHIHBIX METOHOIOT Uit
YIpaBJIEHUs TPOEKTaMH, IPOrpaMMaMH ¥ HOPTQEIIMHI IPOSKTOB.
CyInecTBeHHBIE COKPAIIEHNUS KU3HEHHBIX IUKJIOB HHPPACTPYKTYPHBIX
IIporpaMM, KOTOPBIE COJIeprKaT IPOESKTHI Pa3IMIHbIX HAIlPaBICHA
NEeATeTbHOCT! U Pa3INIHBIMU METOIOIOTHAMHE YIPABIICHHS, HATIPAMEP
«BOJIOTAIHBIE» C KECTKUM KU3HEHHBIM IUKIOM U Agile ¢ ru6kum
JKU3HCHHBIM ITUKJIOM METOJ0JIOTHH, 1p66y}0T HCIIO0JIb30BAHUA
MHCTPYMEHTOB KOHBEPI€HINH A1 (POPMHUPOBAHUS «THOPHTHBIX)
metononorui. Llens — pa3paboTaTe KOHBEPI€HTHBIH HOAXO0/ K TOCTPOCHHUIO
TMOPUIHBIX METOAOJOTHH YIIPaBIEeHHU NIPOEKTaMH C TOUKHU 3PEHHS
MIPOLIECCOB TIPHHSATHUS PEIICHN B yIpaBIeHHH IPOSKTaMU HA OCHOBE
pa3n4HEIX IaThopM. Pe3ynbTaTs! HCCIeI0BaHHS OIYIEeHBl Ha OCHOBE
HCTIONB30BaHMS KOHBEPTEHTHOTO ITOX0/[a K TIOCTPOSHHIO METO [0IOTHH
yIpaBiIeHHus: HHPPACTPYKTYPHBIMH IIPOSKTAMH M IIPOTPaMMaMH.
I[IpencTaBieHa conepxaTesbHas MOJAEIb TOMYYeHHON rHOpUIHOM
METOJI0JIOTUH YIPABIEHUs IPOEKTAMH U IPOrpaMMaMHU. BeIBOAbI:
FI/IGPI/I}IH]}IB METOJ0JIOTUH YIIPaBJICHU NIPOCKTaAMU U IIpOrpaMMaMu
CTaHOBATCSA OoJiee BOCTPEOOBAaHHBIMU B 9TOH KaTerOpHH MPOrpaMM.
I'maBHOI MpUYMHOMN SIBIISIETCS HAIMYHE B IPOrpaMMe KOMIOHEHTOB C
Pa3IMYHBIMU JKU3HEHHBIMHU LUKJIAMH, @ CJIE€J0BATEIbHO, U METOAOIOIHAMH,
KOTOpBIE TPEOYIOT MHTETpaluy U FapMOHU3AIMU. MeTo0I0TuIo
MIPOBEPEHO MPAKTUKON HCIIOJIL30BAHUSI MEXaHU3MOB CHCTEM THOPHIHOTO
MHOTOYPOBHEBOTO YIPaBIeHHs HHYPACTPYKTYPHBIMHU MPOSKTaMH 1
nporpammamu. MccnenoBanue ruOpUaHBIX METOAOIOT U yIIpaBIeHUS
MIPOEKTAMH U ITPOTrpaMMaMHU, ONPEeTICHHbIX MPAKTUKON BHEIPEHHUS
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Pa3IIMYHEIX, TI0 CYTH, KOMIIOHEHTOB IIporpamMM. [IprnMeneHne ruOpuIHoM
METOJ0JIOTUH YIIPABICHUS IPOEKTaMU [103BOIMIIO aBTOPAM BBIIIOJIHUTH
pa3IUYHbIE, O CYyTH, IPOEKTHI B OTOBOPEHHBIE CPOKH C 3aJaHHBIM
6ro0mxeroM. Ha mpumepe CloXKHBIX CTPOUTETBHBIX IPOEKTOB M MPOEKTOB
co3gaHus HHHOPMAIMOHHO-KOMMYHUKALIMOHHBIX CHCTEM YIPABICHUS
nHpacTpyKTypoi. JlanpHeiie HampaBaeHUs HCCIIEI0BAHUI CBA3aHBI C
JieTalbHON MPpopabOTKOI MEXaHM3MOB FapMOHH3AIMH, HHTETPaLlUH,
KOHBEPIeHIIMU U aKTyaJIu3alllu.

Kan, O., & Murykh, E.(2020). CONFIDENTIAL
INFORMATION SECRET METHOD. Scientific
Journal of Astana IT University, 2, 102-1009.
https://doi.org/10.37943/AITU.2020.15.23.009

Abstract: The article deals with the issues of hiding text information in a
graphic file. Most often, one or two least significant bits of the image pixels
are madified. To do this, each byte of the secret message is divided into 8 or
4 parts. The use of the least significant bits of the graphic file for
transmitting a secret message significantly limits the size of the original
message, in addition, it allows steganographic analysis programs to detect
and decrypt the transmitted data. A formula for hiding textual information
in image pixels is proposed. The algorithm for hiding information is that the
bytes of the secret message are mixed with the bytes of pixels of the key
image using a secret formula. The result is new bytes of image pixels. A
steganography scheme has been developed for embedding secret text in
random image pixels. Random bytes are pre-embedded in each pixel row of
the original image. As a result of the operations, a key image is obtained.
Text codes are embedded in random pixel bytes of a given RGB channel.
To generate a secret message, the characters of the table of ASCII codes are
used. The detection and decryption program compares the pixels of the
received image with the pixels of the key image in the specified RGB
channel and extracts the codes of the encrypted text. The use of abstract
images as a key image significantly increases the reliability of the
protection of confidential information, since in such images there is a
random change in pixel values. Demonstration programs for encryption and
decryption in the Python 3.5.2 programming language have been developed.
A graphic file is used as the decryption key. The developed steganography
scheme allows not only transmitting sensitive information, but also adding
digital fingerprints or hidden tags to the image.

Keywords: steganography, information hiding, image key, image pixels,
embedding formula.

10.

Ryspayeva, M., & Salykova, O. (2020)
DETERMINATION OF PARAMETERS AND
THEIR RELATIONSHIPS IN SOCIAL NETWORK
ACCOUNTS. Scientific Journal of Astana IT
University, 2, 110-120.
https://doi.org/10.37943/A1TU.2020.12.13.010

Abstract: The article provides an overview of citizens’ participation in
social networks according to the results of 2018 in the Republic of
Kazakhstan in comparison with the data of the Statistics Committee. From
year to year, the main goals of Internet use by residents of the country are
participation in social networks, posting information and instant messaging,
which show an increasing interest in social networks. In turn, the article’s
purpose is to determine the parameters that indicate real and fake accounts
on social networks and the distribution of parameters in groups. According
to open information on social networks and their APIs, three groups of the
parameters were selected: account information, completeness of the
account, and friends. The groups of parameters are given by the example of
using the Graph API Explorer of the Facebook. The relationships between
the parameters were analyzed, and their effect on the decisions of the
algorithms was determined. The hypothesis is outlined that, it is possible to
more accurately determine the ownership of accounts on the basis of friends
and family relationships. Often, an account contains bot behaviour;
however, it belongs to a person. The algorithms must identify the actions of
these exceptions. The researchers suggest that the special influence on the
algorithm results within the “Friends” parameters can be defined with a
detailed scan of family relationships.

Key words: Social networks parameters, fake accounts, data relationships,
big data, social networks.

B craTbe mpuBeeHa CTaTHCTHKA UCTIONB30BAHHS COIMABHEIX CETeH 110
utoram 2018 rona Ha Teppuropun Pecrry6nmku Kasaxcran B cpaBHEHHU ¢
nanHbpMU KomuTera craTuctuky. M3 rosa B rozi OCHOBHBIMH LEIISIMU
UCIIONB30BaHMsl IHTEepHET rpakiaHaMu CTPaHbI SBISIETCS yuacTHe B
COLIMABHBIX CETAX, pasMelieHne HHHOPMAIMU 1 0OMEH MIHOBEHHBIMH
COOOIIEHUSIMH, YTO TTIOKa3bIBaeT BCE YBEIMUMBAIOLIMICS HHTEPEC K
COIMANBHBIM CeTsIM. B cBoIo ouepenp, esbio CTaThu SIBISIETCS
OIIpefIeNeHre TapaMeTPOB, YKA3bIBAIOMINX Ha PEaTbHOCTh aKKayHTA.
OT0OpaHbI TP IPYHITEI TAPAMETPOB: HHPOpPMALHS 00 aKKayHTe,
HAaITOJIHEHHOCTb aKKayHTa U Apy3bsi. COrIacHO OTKPHITON HH(pOpMAIIH
conuaneHbIX cereil n nx API, kaxxmas rpymma BKIrodaeT B ceds psj
MapaMeTpoB, YKa3bIBAIOLINX, YTO aKKAyHT NPUHAIIIEKHUT PEaTbHOMY MU
(eiixoBoMy nosnb3oBaTento. [Ipumep yka3aHHBIX IpyII IapaMeTpOB
npuBeeHbl Ha npumepe ucnous3osanus Graph API Explorer conmanshoit
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ceru Facebook. JorosHuTENBpHO, TPOaHATH3HPOBAHbI 3aBUCHMOCTH MEXIY
rapaMeTpaMy U Kak OHH MOTYT IOBJIUSATE HA Pe3yJIbTaThl AIropuT™Ma. B
CTaThe MPEJJI0KEHa TUIIOTE3a — HA OCHOBE JPYy3ei U BBISIBICHHBIX
POJICTBEHHBIX OTHOIIEHUH, BO3MOXKHO 60Jee TOUHO ONPEEInTh
MIPUHAATIEKHOCTD AKKAyHTOB K PEalbHOMY Y€JIOBEKY H Pe3yIbTaThl
MIPOBEPKHU THIIOTE3BI.




